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Travaille a effectué :  
 
 

➔​ Sécurisation DNS (Flavien M, Edgar et Victor) 
➔​ Sécurisation WEB (Flavien M, Flavien H et Léo) 
➔​ Sécurisation d'un autre service au choix. (Flavien H, Jessy et Léo) 
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➔​ Tests de sécurité. (Jessy, Edgar et Victor) 
➔​ Recommandations ANSSI (Flavien M et Léo) 
➔​ Tunnel. (Jessy et Edgar) 
➔​ Pare-Feux.  
➔​ PfSense (Victor et Flavien H) 
➔​ Ciscoasa (Flavien M) 

 

Configuration ip du réseau  
 

​ Côté R1 :  
 
 
 
 
 
 
 
 
 
 
 

​ Côté R2 :  
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VLAN ID Adresse 
réseaux 

Masque de 
Sous-réseau 

Passer
Dé

10 
(Administration) 

192.100.10.0 255.255.255.0 192.10

20 (Service) 192.100.20.0 255.255.255.0 192.10

30 (Production) 192.100.30.0 255.255.255.0 192.10

100 (Pare-feu) 192.100.100.0 255.255.255.0 192.10

VLAN ID Adresse 
réseaux 

Masque de 
Sous-réseau 

Passer
Dé

10 
(Administration) 

192.200.10.0 255.255.255.0 192.20

20 (Service) 192.200.20.0 255.255.255.0 192.20

30 (Production) 192.200.30.0 255.255.255.0 192.20

100 (Pare-feu) 192.200.100.0 255.255.255.0 192.20



 
 
 
 
 
 
 
 

Schéma Draw.io 
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Configuration des équipements réseaux :  
 

R1 : 
​ hostname R1-Rome 
​ enable secret daBsom 

interface GigabitEthernet0/0 
ip address 10.100.0.254 255.255.255.0 
no shut 

 
router ospf 1 
 redistribute static subnets 
 network 10.1.1.0 0.0.0.255 area 0 
network 10.100.0.0 0.0.0.255 area 0 

 
int g0/1 
no shut 
ip address 10.1.1.1 255.255.255.0 
 
ip route 0.0.0.0 0.0.0.0 10.1.1.2 
ip route 192.100.0.0 255.255.0.0 10.100.0.1 
 

 
 

R2 :   
​ hostname R2-Berlin 
​ enable secret rodkuh 

interface GigabitEthernet0/0 
ip address 10.200.0.254 255.255.255.0 
no shut 
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router ospf 1 
 redistribute static subnets 
 network 10.2.2.0 0.0.0.255 area 0 
 network 10.200.0.0 0.0.0.255 area 0 

 
int g0/2 
no shut 
ip address 10.2.2.1 255.255.255.0 
 
ip route 0.0.0.0 0.0.0.0 10.2.2.2 
ip route 192.200.0.0 255.255.0.0 10.200.0.1 
 
 
 

 
 
 
 

R3 (vers vlan 800): 
​ hostname R3-Allemagne 
​ enable secret bixde2 

interface GigabitEthernet0/1 
ip address 10.1.1.2 255.255.255.0 
ip nat inside 
no shut 
 
int g0/0 
no shut 
ip add dhcp 
ip nat outside 
exit  
 
access-list 1 permit any 
 
interface GigabitEthernet0/2 
ip address 10.2.2.2 255.255.255.0 
ip nat inside 
no shut 
 
ip nat inside source list 1 interface GigabitEthernet0/0 overload 
ip route 0.0.0.0 0.0.0.0 10.16.0.1 
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router ospf 1 
redistribute connected subnets 
network 10.1.1.0 0.0.0.255 area 0 
network 10.2.2.0 0.0.0.255 area 0 

 
 
 
 

Config SW1 : 
enable secret Navfu8 
ip routing 
ip dhcp excluded-address 192.100.10.0 192.100.10.10 
ip dhcp excluded-address 192.100.20.0 192.100.20.10 
ip dhcp excluded-address 192.100.30.0 192.100.30.10 
​   
ip dhcp pool vlan10 
   network 192.100.10.0 255.255.255.0 
   default-router 192.100.10.1 
dns-server 192.100.10.2 
 
ip dhcp pool vlan20 
   network 192.100.20.0 255.255.255.0 
   default-router 192.100.20.1 
dns-server 192.100.10.2 
 
ip dhcp pool vlan30 
   network 192.100.30.0 255.255.255.0 
   default-router 192.100.30.1 
dns-server 192.100.10.2 
 
interface range G0/1-7 
switchport mode access 
switchport access vlan 10 
no shut 
 
interface range G0/8-15 
switchport mode access 
switchport access vlan 20 
no shut 
 
interface range G0/16-23 
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switchport mode access 
switchport access vlan 30 
no shut 
 
interface GigabitEthernet0/24 
 no switchport 
 ip address 192.100.100.253 255.255.255.0 
 
 
interface Vlan10 
 ip address 192.100.10.1 255.255.255.0 
 
interface Vlan20 
 ip address 192.100.20.1 255.255.255.0 
 
interface Vlan30 
 ip address 192.100.30.1 255.255.255.0 
 
router ospf 1 
network 192.100.0.0 0.0.255.255 area 0 
exit 
ip route 0.0.0.0 0.0.0.0 192.100.100.254  
 
ip dhcp snooping vlan 10-30 
int range g0/1-23  
ip dhcp snooping trust 
 
 

Config SW2 (droite) 
 
enable secret xomsij 
ip dhcp excluded-address 192.200.10.0 192.200.10.10 
ip dhcp excluded-address 192.200.20.0 192.200.20.10 
ip dhcp excluded-address 192.200.30.0 192.200.30.10 
 
ip dhcp pool vlan10 
 network 192.200.10.0 255.255.255.0 
 default-router 192.200.10.1 
dns-server 192.100.10.2 
 
ip dhcp pool vlan20 
 network 192.200.20.0 255.255.255.0 
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 default-router 192.200.20.1 
dns-server 192.100.10.2 
 
ip dhcp pool vlan30 
 network 192.200.30.0 255.255.255.0 
 default-router 192.200.30.1 
dns-server 192.100.10.2 
ip routing 
interface range G0/1-7 
switchport mode access 
switchport access vlan 10 
no shut 
 
interface range G0/8-15 
switchport mode access 
switchport access vlan 20 
no shut 
 
interface range G0/16-23 
switchport mode access 
switchport access vlan 30 
no shut 
 
interface G0/24 
 no switchport 
 ip address 192.200.200.253 255.255.255.0 
 
 
interface Vlan10 
 ip address 192.200.10.1 255.255.255.0 
 
interface Vlan20 
 ip address 192.200.20.1 255.255.255.0 
 
interface Vlan30 
 ip address 192.200.30.1 255.255.255.0 
 
router ospf 1 
network 192.200.0.0 0.0.255.255 area 0 
exit 
ip route 0.0.0.0 0.0.0.0 192.200.200.1  
 
ip dhcp snooping vlan 10-30 
int range g0/1-23  

SAE 4.cyber.01​ ​ ​ ​ ​ ​ ​ ​ ​     Page 8 



ip dhcp snooping trust 
 
 
 
Nous ajoutons des mots de passe sur chaque équipement. Les mot de passe sont 
complexes et chiffrés 
mdp pfsense (10.100.0.1) : nexhYc-xihnyt 
mdp pfsense (10.200.0.1) : gaccuh-godgek1 
mdp windows server : zytkop-zubzyn-4Tunmu 
mdp compte secretaire : gewhyr-sicro6 
 

Sécurisation DNS  

 

Configuration d’un server DNSSEC: 
 
Vérifier si le DNSSEC est bien actif: 
 PowerShell: (Get-DnsServerSetting).EnableDnsSec 

 
 
Depuis Windows Server 2O16, le DNSSEC est activé par défaut, cependant il faut 
signer la zone: 
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Une fois les zones signées, voici notre zone de recherche directe DNSSEC: 
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Une fois la configuration du DNSSEC terminée, voici comment vérifier la signature 
en utilisant la commande powershell suivante sur le serveur et le client: 
 
Resolve-DnsName -Name srv-apps.it-connect.local -DnssecOk 
 
 

 
Nous voyons que l’échange entre le serveur DNSSEC et le client se fait par le biais 
d’une signature DNSSEC  
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Tunnel VPN : ​

  

La commande tcpdump nous permet d’observer les communications passant par le tunnel 
VPN 
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Tunnel VPN pfsense2: 
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Tunnel VPN pfsense1: 
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Sécurisation d'un autre service au choix. 

Dhcp sécurisé :  
ip dhcp snooping vlan 10-30 
interface GigabitEthernet0/1-23 
ip dhcp snooping trust 
 

Test de sécurité  

Nmap  
 
IP Router → Vlan 800 

 
IP Pfsense 2  

 
IP Pfsense 1  

 
 
Ses règles de base suffisent à bloquer les pings venant du WAN et le scan de ports. 
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Config ciscoasa  
 
ASA Version 9.0(1) 
! 
hostname ciscoasa 
enable password 8Ry2YjIyt7RRXU24 encrypted 
passwd 2KFQnbNIdI.2KYOU encrypted 
names 
! 
interface Ethernet0/0 
 switchport access vlan 2 
! 
interface Ethernet0/1 
 switchport access vlan 2 
! 
interface Ethernet0/2 
 switchport access vlan 3 
! 
interface Ethernet0/3 
! 
interface Ethernet0/4 
! 
interface Ethernet0/5 
! 
interface Ethernet0/6 
!        ​   
interface Ethernet0/7 
! 
interface Vlan1 
 nameif inside 
 security-level 100 
 ip address 192.150.0.254 255.255.255.0 
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! 
interface Vlan2 
 nameif dmz 
 security-level 50 
 ip address 192.150.10.1 255.255.255.0 
! 
ftp mode passive 
object network obj_any 
 subnet 0.0.0.0 0.0.0.0 
object network INSIDE 
 subnet 192.168.1.0 255.255.255.0 
object network obj-net-192_150_0_0 
 subnet 192.150.0.0 255.255.255.0 
object network obj-web-server 
 host 192.150.10.5 
access-list inside_access_in extended permit tcp 192.100.0.0 255.255.0.0 host 
192.150.0.5 eq www 
access-list inside_access_in extended permit tcp 192.200.0.0 255.255.0.0 host 
192.150.0.5 eq www 
access-list inside_access_in extended permit tcp 192.100.0.0 255.255.0.0 host 
192.150.0.5 eq https 
access-list inside_access_in extended permit tcp 192.200.0.0 255.255.0.0 host 
192.150.0.5 eq https 
pager lines 24 
logging enable 
logging buffered debugging 
logging asdm informational 
mtu inside 1500 
mtu dmz 1500 
icmp unreachable rate-limit 1 burst-size 1 
no asdm history enable 
arp timeout 14400 
no arp permit-nonconnected 
! 
object network obj_any 
 nat (inside,dmz) dynamic interface 
object network obj-net-192_150_0_0 
 nat (inside,dmz) dynamic interface 
object network obj-web-server 
 nat (dmz,inside) static 192.150.0.5 
route inside 0.0.0.0 0.0.0.0 192.150.0.1 1 
timeout xlate 3:00:00 
timeout pat-xlate 0:00:30 
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00 
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute 
timeout tcp-proxy-reassembly 0:01:00 
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timeout floating-conn 0:00:00 
dynamic-access-policy-record DfltAccessPolicy 
user-identity default-domain LOCAL 
http server enable 
http 192.150.10.0 255.255.255.0 inside 
http 192.150.0.0 255.255.255.0 inside 
no snmp-server location 
no snmp-server contact 
snmp-server enable traps snmp authentication linkup linkdown coldstart warmstart 
crypto ipsec security-association pmtu-aging infinite 
crypto ca trustpool policy 
telnet timeout 5 
ssh timeout 5 
console timeout 0 
 
dhcpd auto_config 
! 
threat-detection basic-threat 
threat-detection statistics access-list 
no threat-detection statistics tcp-intercept 
! 
class-map inspection_default 
 match default-inspection-traffic 
! 
! 
policy-map type inspect dns preset_dns_map 
 parameters 
  message-length maximum client auto 
  message-length maximum 512 
policy-map global_policy 
 class inspection_default 
  inspect dns preset_dns_map 
  inspect ftp 
  inspect h323 h225 
  inspect h323 ras 
  inspect rsh 
  inspect rtsp 
  inspect esmtp 
  inspect sqlnet 
  inspect skinny   
  inspect sunrpc 
  inspect xdmcp 
  inspect sip   
  inspect netbios 
  inspect tftp 
  inspect ip-options 
! 
service-policy global_policy global 
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prompt hostname context 
no call-home reporting anonymous 
Cryptochecksum:04286640aa7ac3a0f7ba56869ba268b6 
: end 
  

Sécurisation WEB 

Site Web (NGINX) 
 
apt update 
apt install nginx 
apt install certbot python3-certbot-nginx 
 

HTTPS 
 
Génération d’une clef et d’un certificat auto-signé : 
openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/nginx/ssl/selfsigned.key -out 
/etc/nginx/ssl/selfsigned.crt 
 

Nginx 
 
sudo nano /etc/nginx/sites-available/societe1 : 
​   
server { 
​ listen 80; 
​ server_name societe1.fr www.societe1.fr; 
​ return 301 https://$host$request_uri; 
} 
 
server { 
​ listen 443 ssl; 
​ server_name societe1.fr www.societe1.fr; 
 
​ ssl_certificate /etc/nginx/ssl/selfsigned.crt; 
​ ssl_certificate_key /etc/nginx/ssl/selfsigned.key; 
 
​ root /var/www/societe1.fr; 
​ index index.html; 
 
​ location / { 
    ​ try_files $uri $uri/ $uri.html =404; 
​ } 
} 
 
nano /var/www/societe1.fr/index.html :  
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http://societe1.fr/index.html


<!DOCTYPE html> 
<html lang="fr"> 
<head> 
​ <meta charset="UTF-8"> 
​ <title>Société 1</title> 
<head> 
<body> 
​ <h1>Société 1</h1> 
​ <a href="page1">Page 1</a> 
</body> 
</html> 
 
 
 
nano /var/www/societe1.fr/page1.html :  
<!DOCTYPE html> 
<html lang="fr"> 
<head> 
​ <meta charset="UTF-8"> 
​ <title>Page 1</title> 
</head> 
<body> 
​ <h1>Page 1</h1> 
​ <a href="/">Retour à l'accueil</a> 
</body> 
</html> 
 
 
lien symbolique entre sites-available/societe1 et sites-enabled : 
ln -s /etc/nginx/sites-available/societe1 /etc/nginx/sites-enabled/ 
 
vérifier l’orthographe : 
nginx -t 
 
redémarrer nginx 
systemctl restart nginx 
 

 

En-têtes 
On ajoute les différents en-têtes de sécurité :  
 
server { 
​ listen 80; 
​ server_name _; 
​ return 301 https://$host$request_uri; 
} 
 
server { 
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​ listen 443 ssl; 
​ server_name _; 
 
​ ssl_certificate /etc/nginx/ssl/selfsigned.crt; 
​ ssl_certificate_key /etc/nginx/ssl/selfsigned.key; 
 
​ root /var/www/societe1.fr; 
​ index index.html; 
 
​ location / { 
    ​ try_files $uri $uri/ $uri.html =404; 
​ } 
 
​ add_header Strict-Transport-Security 'max-age=31536000; includeSubDomains; 
preload'; 
​ add_header Content-Security-Policy "default-src 'self'; font-src *;img-src * data:; 
script-src *; style-src *"; 
​ add_header X-XSS-Protection "1; mode=block"; 
​ add_header X-Frame-Options "SAMEORIGIN"; 
​ add_header X-Content-Type-Options nosniff; 
​ add_header Referrer-Policy "strict-origin"; 
​ add_header Permissions-Policy 
"geolocation=(),midi=(),sync-xhr=(),microphone=(),camera=(),magnetometer=(),gyroscope=(),fu
llscreen=(self),payment=()"; 
} 
Les en-têtes vu sur le navigateur :  

 
 
Pour les voirs on fait [Clic Droit] > Inspecter > Réseau > (On recharge la page) > 200 
GET localhost / > En-têtes :  
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Pour voir le certificat du site on clic sur le cadenas à côté de la barre de recherche :  
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Test de connexion  

Test de connexion au site depuis des machines du réseau local: 
​ 192.100.10.12/24 -> 192.150.0.5:  

 
 
​ 192.200.10.12/24 -> 192.150.0.5:  
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Recommandations ANSSI  
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